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1. Introduction


The COmet Nucleus TOUR (CONTOUR) spacecraft carries two imagers, CONTOUR Remote Imager/Spectrometer (CRISP) and CONTOUR Forward Imager (CFI).  Each imager has a similar Data Processing Unit (DPU).  This document describes the software features common to these two DPUs.  Included are descriptions of telemetry, commands, support processing, and the boot program.

1.1 Conventions


For all multi-bit or multi-byte numbers, the first byte sent has the most numerical significance; this is so-called “big-endian” format.  This convention applies to arguments in commands, data in telemetry, and messages over the 1553 bus.

2. Telemetry Interface


The spacecraft Command & Data Handling (C&DH) system collects telemetry from the imagers over the 1553 bus as non-packetized housekeeping and as CCSDS packets.

2.1 Non-packetized Housekeeping


The C&DH system picks up a 16-byte non-packetized housekeeping record every second.  The contents can be incorporated into C&DH autonomy processing.  The C&DH system also assembles the data into a housekeeping packet.  The format of the non-packetized housekeeping record is imager-specific.

2.2 Packets


The C&DH system collects up to one packet from each imager every second.  All CONTOUR packets are 244 bytes long including the CCSDS headers (see Reference 2).  The CCSDS primary header is six bytes long and the CCSDS secondary header is 4 bytes long, leaving 234 bytes for the data payload.

Table 1.  Packet Primary Header Format

Name
Length

(bits)
Value
Description

Version
3
000
Designates a source packet

Type
1
0
Designates a telemetry packet

Secondary?
1
1
Secondary header is present

Application Process ID
11
101 1xxx xxxx

110 0xxx xxxx
CFI

CRISP

Grouping
2
01 = First

00 = Continuation

10 = Last

11 = None
Grouping flags

Sequence Count
14
Unsigned integer
Continuous sequence count for each Application Process ID

Length
16
237
Number of bytes in packet

Table 2.  Packet Secondary Header Format

Name
Length

(bits)
Value
Description

Secondary Header
32
Unsigned integer
Spacecraft MET at time of packet transmission

Table 3.  Packet Format

Name
Length

(bits)
Value
Description

Headers
80
See Tables 1 and 2
CCSDS primary & secondary

Data
234 * 8

Data payload


The application process id in the primary header identifies the type of packet.  On CONTOUR, the eleven-bit id is divided into a four-bit source and a seven-bit data id.  This gives each source up to 128 possible packet types that can be produced.  The packet types produced by both imagers are described below.

Table 4.  Packet Types

Product
Data Id (binary)
When Sent

Memory Dump
000 0000
On demand

Subpacket
000 0001
As needed

2.2.1 Memory Dump


Memory dump packets consist of CONTOUR CCSDS headers, a dump start address, dump length, and 228 bytes of dump data.  The 32-bit address field accommodates the possible range of addresses for both 16-bit and 32-bit processors.

Table 5.  Memory Dump Packet Format

Name
Length

(bits)
Value
Description

Headers
80
See Tables 1 and 2
CCSDS primary & secondary

Address
32
Unsigned integer
Starting address

Length
16
Unsigned integer
Number of 32-bit words of data

Data
57 * 32

Dump data

2.2.2 Subpackets


Instead of coercing imager data to fit into the fixed size CONTOUR packets, the imagers use variable-sized subpackets that “float” through fixed-size packets.  A specific packet apid indicates that the packet contains subpackets.  Each subpacket is loaded into one or more packets.  Each packet data field starts with a byte containing an offset to the first subpacket in the packet; if no subpacket begins in the packet, an invalid offset of 0xff is used.  The remaining bytes in the packet data field are from subpackets.  Subpacket packets are sent at a higher priority than dump packets.

Table 6.  Subpacket Packet Format

Name
Length

(bits)
Value
Description

Headers
80
See Tables 1 and 2
CCSDS primary & secondary

First Offset
8
Unsigned integer
Offset in data to first subpacket

Data
233 * 8

Subpacket(s)


Each subpacket has a header containing an id, length, grouping flags, and time-tag.  The subpacket id identifies the type of subpacket.  The grouping flags allow multiple subpackets to be treated as a unit in ground processing.  The time tag in the subpacket corresponds to when the subpacket data was sampled.  The length is the number of bytes in the data portion of the subpacket.

Table 7.  Subpacket Header Format

Name
Length

(bits)
Value
Description

Time Tag
32
Unsigned integer
Spacecraft MET

Grouping
2
01 = First

00 = Continuation

10 = Last

11 = None
Grouping flags

Subpacket Id
14
See Table 8
Identifies subpacket type

Length
16
0 – 65535
Number of data bytes in subpacket


Ground software can use the “first offset” field from the packet and the length field in the subpacket headers to extract a stream of subpackets.  Initially, the ground software can synchronize by waiting for a subpacket packet that has a “first offset” that is not equal to 0xff.  It can use this offset to find the first subpacket.  The subsequent subpacket can be found by adding the length of the subpacket to the offset.  The next subpacket may begin in the current packet, in the following packet, or many packets later.

The subpacket types produced by both imagers are described below.

Table 8.  Subpacket Types

Product
Subpacket Id (hex)
When Generated

Boot Status
0x0000
Commandable interval

Status
0x0001
Commandable interval

Command Echo
0x0002
As needed

Alarm
0x0003
As needed

Memory Checksum
0x0004
On demand

Monitor Limits
0x0005
On demand

Flush
0x3fff
As needed

2.2.2.1 Status


The DPU generates a status subpacket periodically.  The rate is controlled by a command (see CXX_STAT_INT).  The actual format of the subpacket is imager specific.

2.2.2.2 Command Echo


Each command received by the DPU is echoed in a subpacket.  Each echo subpacket consists of a subpacket header and command data.  The command’s opcode and first nine argument bytes are included, followed by a macro bit (set to 1 if the command was executed as part of a macro) and a code summarizing the command’s result.  If the command has fewer than nine argument bytes, the unused echo bytes are filled with zeroes.  The result codes are defined in Appendix 1.

Table 9.  Command Echo Subpacket Format

Name
Length

(bits)
Value
Description

Time Tag
32
Unsigned integer
Spacecraft MET

Grouping
2
11 = None
Grouping flags

Subpacket Id
14
0x0002
Identifies subpacket type

Length
16
12
Number of bytes in data subpacket

Opcode
16
Unsigned integer
Command opcode

Arguments
9 * 8

First nine argument bytes

Macro?
1
0 = Real-time

1 = Macro
Set if executed in a macro

Result
7
See Table 22
Result code

2.2.2.3 Alarm


Alarm subpackets report problems.  Each subpacket consists of a subpacket header and alarm data.  The alarm data consists of a byte identifying the alarm’s cause and two value bytes with additional information.  For monitoring alarms, the first byte is the out-of-limit value and the second byte is the associated limit.  The type indicates transient or persistent alarms.  See Appendix 1 for a list of the alarm ids.

Table 10.  Alarm Subpacket Format

Name
Length

(bits)
Value
Description

Time Tag
32
Unsigned integer
Spacecraft MET

Grouping
2
11 = None
Grouping flags

Subpacket Id
14
0x0003
Identifies subpacket type

Length
16
4
Number of data bytes in subpacket

Alarm Id
8
See Table 21
Alarm identifier

Type
8
0 = Persistent

1 = Transient
Alarm type

Value
8

Value associated with alarm

Auxiliary
8

Another value associated with alarm

2.2.2.4 Memory Checksum


Memory checksum subpackets consist of a subpacket header and checksum data.  The checksum is the 16-bit two’s complement sum of the indicated memory region.

Table 11.  Memory Checksum Subpacket Format

Name
Length

(bits)
Value
Description

Time Tag
32
Unsigned integer
Spacecraft MET

Grouping
2
11 = None
Grouping flags

Subpacket Id
14
0x0004
Identifies subpacket type

Length
16
8
Number of data bytes in subpacket

Address
32
Unsigned integer
Address of region checked

Length
16
Unsigned integer
Length of region checked in bytes

Checksum
16
Unsigned integer
Computed checksum

2.2.2.5 Monitor Limits


The DPU generates a monitor limits subpacket on demand (see CXX_MEM_STR_READ).  The actual format of the subpacket is imager specific.

2.2.2.6 Flush


A flush subpacket consists of a subpacket header and enough pad data to fill the end of a packet.  Flush subpackets are used to flush out a packet that is partially filled with subpackets.

Table 12.  Flush Subpacket Format

Name
Length

(bits)
Value
Description

Time Tag
32
Unsigned integer
Spacecraft MET

Grouping
2
11 = none
Grouping flags

Subpacket Id
14
0x3fff
Identifies subpacket type

Length
16
0 – 223
Number of data bytes in subpacket

Fill
N * 8

Fill out the rest of the packet

3. Command Interface


The DPU receives and processes CCSDS telecommand packets containing one or more commands.  Each telecommand packet can be up to 2560 bytes long.  The packet consists of a CCSDS header and data; the data is composed of commands.  The DPU does not wait for the entire telecommand packet to arrive before dispatching commands within the packet.

Table 13.  Telecommand Packet Header Format

Name
Length

(bits)
Value

(binary)
Description

Version
3
000
Designates a source packet

Type
1
1
Designates a telecommand packet

Secondary?
1
0
No secondary header is present

Application Process ID
11
101 1000 0000

110 0000 0000
CFI

CRISP

Grouping
2
11 = None
Grouping flags

Sequence Count
14

Unused

Length
16
0 – 2559
Number of bytes in packet

3.1 Command and Macro Processing


Most commands are executed as soon as they are received; exceptions are noted in the individual command descriptions.  Each command is echoed after it is executed by the DPU.  A command echo subpacket containing the opcode and some arguments along with a code summarizing the command’s result is downlinked.


Sixty-four kbytes of DPU memory are reserved for the storage of macros.  This memory is initialized with default macros stored with the flight software.  A macro can be any length as long as the total length of all the macros fit in the memory.  Up to 256 macros may be defined; each macro is identified by a small integer, 0 – 255.


Each command has a “macro” bit.  The command handler can be commanded into a “learning” mode to define a macro.  If a command arrives with the macro bit set when the command handler is in learning mode, the command is echoed, but not executed; instead the command is added to the macro currently being constructed.  Any command that arrives without the macro bit set, will be handled as usual.  When not in learn mode, a command that arrives with the macro bit set will be rejected.  Later, when a macro is executed, its component commands will be executed and echoed.


Up to 64 macros can be running concurrently.  If more than one macro has been commanded to run, one of them is run until completion or until a delay command is executed.  Then the next runnable macro is run.  At all times, new commands arriving from the C&DH system have priority over macros.  Since all commands are executed as soon as they are received from the C&DH system, a macro run command and the macro’s constituent commands will also be run immediately.  However, the first macro command after a macro delay command will execute near the beginning of the one second 1553-bus major frame.


There are commands for running and stopping a macro.  There are also special commands for adding delays to a macro; these can be used only within a macro.  One macro can call another or can execute loops.  Both calls and loops can be nested.  Loop nesting depth is traded with macro nesting depth; each running macro context has a 32 element stack.  Each macro call uses two elements; each loop uses three elements.


Several default macros are available as soon as the DPU is started.  Most of these macros are one or two commands long and are used by the monitoring subsystem to respond to out of limit conditions.  A default macro can be replaced with a new macro via CXX_MAC_DEF and CXX_MAC_ENDDEF.

3.2 Commands


All commands start with a 16-bit opcode, the macro bit, and a 15-bit length and conclude with a 32-bit checksum that is the XOR of the entire command.  Opcodes are defined to have odd parity so that two bit-flips are needed to transform a valid opcode into another valid opcode.  The length field contains the length of the entire command, including the checksum, in 32-bit words.  All commands are consequently multiples of 32 bits long.  Following the length field are the arguments.  Most arguments are a single byte; larger arguments are spread over multiple bytes with the most significant byte first.  The last argument may be followed by zero-fill padding to force alignment of the checksum to a 32-bit boundary.  The largest command, CXX_MEM_LOAD, determines the largest length field value.

Table 14.  Command Format

Name
Length

(bits)
Value
Description

Opcode
16
Unsigned integer
Opcode

Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
2 – 36
Command length in 32-bit words

Argument 1
1-32

First argument

Argument 2
1-32

Second argument

…


Remaining arguments

Pad
0-31
0
Pad up to 32-bit boundary

Checksum
32

32 bit XOR


The CRISP and CFI common commands are defined below.  Generic mnemonics are shown.  For every command shown, there is a corresponding CRISP command and CFI command, e.g. CRS_CMD_NULL and CFI_CMD_NULL, etc.

3.2.1 CXX_CMD_CNT_CLR – Clear Command Counter


Clear selected command counter.

Name
Length

(bits)
Value
Description

Opcode
16
0x0001


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
3
Command length in 32-bit words

Counter
8
0 = Commands executed

1 = Commands rejected

2 = Macro commands executed

3 = Macro commands rejected

255 = All
Counter to clear

Pad
24
0
Pad up to 32-bit boundary

Checksum
32

32 bit XOR

3.2.2 CXX_CMD_NULL – Do Nothing


Do nothing.  Useful for testing command uplink and command echo downlink.

Name
Length

(bits)
Value
Description

Opcode
16
0x0002


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
2
Command length in 32-bit words

Checksum
32

32 bit XOR

3.2.3 CXX_CMD_WRAP – Wrapped Command


Process the arguments as a command.  Note: the wrapped command will be echoed, not the CXX_CMD_WRAP command.

Name
Length

(bits)
Value
Description

Opcode
16
0x0004


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
3 – 36
Command length in 32-bit words

Opcode
16
Unsigned integer
Command opcode

Arguments
M * 8

Arguments

Pad
N * 8
0
Pad up to 32-bit boundary

Checksum
32

32 bit XOR

3.2.4 CXX_MAC_DEF – Begin Macro Definition


Start defining the identified macro.  All subsequent commands, which have their macro bit set, will be added to the macro; commands without the bit set, will be executed as usual.  Macro definition continues until a CXX_MAC_ENDDEF command is seen; CXX_MAC_ENDDEF must not have its macro bit set to end the definition.  The macro cannot be run until the definition is complete.  If a macro with the same id already exists, the new macro will replace the old when the CXX_MAC_ENDDEF is received.  The command will be rejected if the id is invalid.

Name
Length

(bits)
Value
Description

Opcode
16
0x0007


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
3
Command length in 32-bit words

Macro Id
8
0 – 255
Macro id

Pad
24
0
Pad up to 32-bit boundary

Checksum
32

32 bit XOR

3.2.5 CXX_MAC_DELAY – Delay Macro


Delay macro execution.  When a macro executes this command, it will stop for the given number of seconds.  This command will be rejected if used outside of a macro definition.

Name
Length

(bits)
Value
Description

Opcode
16
0x0008


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
3
Command length in 32-bit words

Delay
16
Unsigned integer
Delay (in seconds)

Pad
16
0
Pad up to 32-bit boundary

Checksum
32

32 bit XOR

3.2.6 CXX_MAC_END – End Macro


Terminate macro execution.  If this is a nested macro, resume the calling macro.  This command will be rejected if used outside of a macro definition.  Note: the user never need to use this command explicitly; see CXX_MAC_ENDDEF below.

Name
Length

(bits)
Value
Description

Opcode
16
0x000b


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
2
Command length in 32-bit words

Checksum
32

32 bit XOR

3.2.7 CXX_MAC_ENDDEF – End Macro Definition


Terminate macro definition.  Add an CXX_MAC_END command to the macro being defined and end the definition.  This command will be rejected if no macro is being defined.

Name
Length

(bits)
Value
Description

Opcode
16
0x000d


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
2
Command length in 32-bit words

Checksum
32

32 bit XOR

3.2.8 CXX_MAC_HALT – Halt Macro


Stop the identified macro.  This command will be rejected if the id is invalid, if the identified macro is undefined, or it is not running.

Name
Length

(bits)
Value
Description

Opcode
16
0x000e


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
3
Command length in 32-bit words

Macro Id
8
0 – 255
Macro id

Pad
24
0
Pad up to 32-bit boundary

Checksum
32

32 bit XOR

3.2.9 CXX_MAC_LOOP_BEGIN – Start a Macro Loop


Start a loop with the given number of iterations.  CXX_MAC_LOOP_END decrements the loop index.  If it is non-zero, the next command to be executed will be the one after the CXX_MAC_LOOP_BEGIN.  If it is zero, the next command will be the one after the CXX_MAC_LOOP_END.  This command will be rejected if used outside of a macro definition.

Name
Length

(bits)
Value
Description

Opcode
16
0x002f


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
3
Command length in 32-bit words

Iterations
16
Unsigned integer
Loop iterations

Pad
16
0
Pad up to 32-bit boundary

Checksum
32

32 bit XOR

3.2.10 CXX_MAC_LOOP_END – End a Macro Loop


Mark the end of a macro loop (see CXX_MAC_LOOP_BEGIN).  This command will be rejected if used outside of a macro definition.

Name
Length

(bits)
Value
Description

Opcode
16
0x0031


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
2
Command length in 32-bit words

Checksum
32

32 bit XOR

3.2.11 CXX_MAC_NEST – Nest Macro


Run the identified macro.  The macro that contains the CXX_MAC_NEST command is suspended until the new macro completes.  This command will be rejected if the id is invalid or if the identified macro is undefined.  This command will also be rejected if used outside of a macro definition.

Name
Length

(bits)
Value
Description

Opcode
16
0x0010


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
3
Command length in 32-bit words

Macro Id
8
0 – 255
Macro id

Pad
24
0
Pad up to 32-bit boundary

Checksum
32

32 bit XOR

3.2.12 CXX_MAC_PAUSE – Pause Macro


Pause macro execution.  When a macro executes this command, the macro will pause until the actual MET is greater than or equal to the given MET.  This command will be rejected if used outside of a macro definition.

Name
Length

(bits)
Value
Description

Opcode
16
0x0013


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
3
Command length in 32-bit words

Time
32
Unsigned integer
MET

Checksum
32

32 bit XOR

3.2.13 CXX_MAC_RESTORE – Restore Macros Saved in EEPROM


Restore the macros saved in EEPROM.  All running macros are aborted.

Name
Length

(bits)
Value
Description

Opcode
16
0x0037


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
2
Command length in 32-bit words

Checksum
32

32 bit XOR

3.2.14 CXX_MAC_RUN – Run Macro


Run the identified macro.  This command will be rejected if the id is invalid or if the identified macro is undefined.

Name
Length

(bits)
Value
Description

Opcode
16
0x0015


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
3
Command length in 32-bit words

Macro Id
8
0 – 255
Macro id

Pad
24
0
Pad up to 32-bit boundary

Checksum
32

32 bit XOR

3.2.15 CXX_MAC_SAVE – Save Macros in EEPROM


Save all macros in EEPROM.

Name
Length

(bits)
Value
Description

Opcode
16
0x0038


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
2
Command length in 32-bit words

Checksum
32

32 bit XOR

3.2.16 CXX_MAC_VERIFY – Verify Macros


Verify macros.  TBD.

Name
Length

(bits)
Value
Description

Opcode
16
0x003b


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
TBD
Command length in 32-bit words

Checksum
32

32 bit XOR

3.2.17 CXX_MEM_CHECK – Check Memory


Calculate the checksum of up to 65535 bytes of memory at the given address.  The checksum is the 16-bit two’s complement sum of the memory indicated.  The results are downlinked in a subpacket.

Name
Length

(bits)
Value
Description

Opcode
16
0x0016


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
4
Command length in 32-bit words

Source
32
Unsigned integer
Source address

Byte Count
16
Unsigned integer
Number of bytes to check

Pad
16
0
Pad up to 32-bit boundary

Checksum
32

32 bit XOR

3.2.18 CXX_MEM_COPY – Copy Memory


Copy DPU memory from source to destination.  The source or destination can be either RAM or EEPROM.  The result is undefined if the source and destination regions overlap.

Name
Length

(bits)
Value
Description

Opcode
16
0x0019


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
5
Command length in 32-bit words

Source
32
Unsigned integer
Source address

Destination
32
Unsigned integer
Destination address

Byte Count
16
Unsigned integer
Number of bytes to copy

Pad
16
0
Pad up to 32-bit boundary

Checksum
32

32 bit XOR

3.2.19 CXX_MEM_LOAD – Load Memory


Load memory to the DPU.  The byte count determines how many load bytes follow and may be up to 128 bytes.  The padding after the data forces the size of the load to be a multiple of 4 bytes; M+N is always a multiple of 4.

Name
Length

(bits)
Value
Description

Opcode
16
0x001a


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
4 – 36
Command length in 32-bit words

Address
32
Unsigned integer
Starting address

Byte Count
8
0 – 128 (M)
Number of bytes in data field

Spare
24



Data
M * 8

Load data

Pad
N * 8
0
Pad up to 32-bit boundary

Checksum
32

32 bit XOR

3.2.20 CXX_MEM_READ – Read Memory


Dump up to 65535 bytes of memory from given address.

Name
Length

(bits)
Value
Description

Opcode
16
0x001c


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
4
Command length in 32-bit words

Source
32
Unsigned integer
Source address

Byte Count
16
Unsigned integer
Number of bytes to dump

Pad
16
0
Pad up to 32-bit boundary

Checksum
32

32 bit XOR

3.2.21 CXX_MEM_READ_ABT – Abort Memory Read


Abort the current memory dump.

Name
Length

(bits)
Value
Description

Opcode
16
0x001f


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
2
Command length in 32-bit words

Checksum
32

32 bit XOR

3.2.22 CXX_MEM_RUN – Run a Program


Run a program at the given address.  The program must either execute very quickly (so as not to hold up the command handler) or must take over completely.  If the program returns, there must be no net stack effects.

Name
Length

(bits)
Value
Description

Opcode
16
0x0020


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
3
Command length in 32-bit words

Address
32
Unsigned integer
Program start address

Checksum
32

32 bit XOR

3.2.23 CXX_MEM_STR_LOAD – Load Values into a Data Structure


Load the data values into the identified data structure at the location denoted by the offset.  The byte count determines how many load bytes follow and may be up to 128 bytes.  The padding after the data forces the size of the load to be a multiple of 4 bytes; M+N is always a multiple of 4.

Name
Length

(bits)
Value
Description

Opcode
16
0x0023


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
4 – 35
Command length in 32-bit words

Id
8
Imager specific
Id of data structure

Byte Count
8
0 – 128 (M)
Number of bytes in data field

Offset
16
Unsigned integer
Byte offset into data structure

Data
M * 8

Load data

Pad
N * 8
0
Pad up to 32-bit boundary

Checksum
32

32 bit XOR

3.2.24 CXX_MEM_STR_READ – Read a Data Structure


Dump the identified data structure.

Name
Length

(bits)
Value
Description

Opcode
16
0x0025


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
3
Command length in 32-bit words

Id
8
Imager specific
Id of data structure

Pad
24
0
Pad up to 32-bit boundary

Checksum
32

32 bit XOR

3.2.25 CXX_MON_CNTRL – Enable / Disable Monitor Response


Enable or disable monitor response.  If enabled, a persistent out-of-limits condition will cause a corresponding response macro to be executed.

Name
Length

(bits)
Value
Description

Opcode
16
0x0026


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
3
Command length in 32-bit words

Mode
8
0 = Disable

1 = Enable
Enable/disable response

Pad
24
0
Pad up to 32-bit boundary

Checksum
32

32 bit XOR

3.2.26 CXX_STAT_INT – Set Status Generation Interval


Set the interval between status subpackets.

Name
Length

(bits)
Value
Description

Opcode
16
0x0029


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
3
Command length in 32-bit words

Interval
8
1 – 255 (0 = Off)
Interval in seconds

Pad
24
0
Pad up to 32-bit boundary

Checksum
32

32 bit XOR

3.2.27 CXX_TLM_FLUSH – Flush Telemetry Subpackets


If there is a partially filled subpacket packet, generate a flush subpacket so that the packet will be downlinked.

Name
Length

(bits)
Value
Description

Opcode
16
0x002a


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
2
Command length in 32-bit words

Checksum
32

32 bit XOR

3.2.28 CXX_TLM_FLUSH_AUTO – Enable/Disable Automatic Subpacket Flush


Enable or disable automatic flushing of partially filled subpacket packet.  If enabled, the DPU will try to send a subpacket packet every second, even if the packet has not been completely filled.  This is most useful during ground testing since it gives low-latency feedback of command echoes, etc.

Name
Length

(bits)
Value
Description

Opcode
16
0x002c


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
3
Command length in 32-bit words

Mode
8
0 = Disable

1 = Enable
Enable/disable automatic flush

Pad
24
0
Pad up to 32-bit boundary

Checksum
32

32 bit XOR

4. Support Processing

4.1 1553 Bus Management


Each DPU communicates with the C&DH system over a 1553B bus.  A DPU acts as a remote terminal (RT) with the active C&DH system acting as the bus controller (BC).  The traffic on the 1553B bus is periodic, repeating every one second major frame.  The major frame is divided into 25 minor frames, numbered 0 to 24.  Individual messages are distinguished by their transmit or receive subaddress.  Each DPU responds to the messages shown in the following table.  The table shows the subaddress and minor frame of each message that the DPU handles.

Table 15.  1553 Bus Usage

Message
Subaddress
Minor Frame
Size (Words)

Time Code
R4
23
2

Time Synchronization
R0/17
0
1

Telecommand Packet
R1
2, 5, 8, 11, 14, 17, 20, 23
64

Transmit Vector Word
T0/16
0
1

Telemetry Packet
T1
16
122

Status (Non-packetized Housekeeping)
T12
1
8

Data Wraparound
R29 & T29
18
32


Each second, the C&DH sends the DPU the MET of the next major frame.  At the beginning of the next major frame, a sync with data word mode code command tells the DPU that the MET received should be used.  The DPU references all data collection to this time sync.  Since the sync is sent at a fixed offset into the major frame, the time of data collection is known with respect to time in the C&DH system.


Telecommand packets, containing one or more commands, are delivered in fragments, with up to eight fragments per major frame.  The packet will always begin at the start of one of the fragments but could be in any of the eight minor frames.


Each major frame, the C&DH system picks up the non-packetized housekeeping and zero or one telemetry packets.  The DPU tells the C&DH system how many packets to take through the vector word that C&DH picks up at the start of every major frame.  If the vector word indicates that a packet is ready, the C&DH system picks up the packet near the middle of the major frame.  The DPU sets up the non-packetized housekeeping, the next packet, and the vector word at the end of minor frame 23 when it knows that there will be no packet activity until the start of the next major frame.  The format of the vector word is shown below.  In addition to the packet count, there is a toggle bit that the DPU flips each major frame to indicate that the DPU is still sentient.

Table 16.  Vector Word Format

Name
Length

(bits)
Value
Description


14

unused

Packets
1

Packet count

Toggle
1

Toggle bit


To test the DPU’s 1553 interface, the C&DH sends a test pattern every sixteen seconds to the data wraparound area and then reads it back.


In addition to the time synchronization and the transmit vector word mode codes shown in the table above, each DPU reponds to several other modes codes.  The complete list of mode codes handled by the DPU are shown in the following table.  All unused subaddresses and mode codes are illegalized.

Table 17.  Mode Codes

T/R Bit
Mode Code
Function
Associated Data Word

1
00010
Transmit status word
N

1
00011
Initiate self test
N

1
00100
Transmitter shutdown
N

1
00101
Override transmitter shutdown
N

1
00110
Inhibit terminal flag bit
N

1
00111
Override inhibit terminal flag bit
N

1
01000
Reset remote terminal
N

1
10000
Transmit vector word
Y

0
10001
Synchronize with data word
Y

1
10010
Transmit last command
Y

1
10011
Transmit BIT word
Y

4.2 Alarms and Monitoring


Alarms report problems found by the DPU software.  Each alarm is described by an ID, two values, and a flag.  The ID identifies the problem that has occurred and the accompanying values offer additional information.  The flag indicates whether the alarm was caused by a transient or a persistent condition.  See Appendix 1 for a list of alarms.


The alarms are divided into two groups: one for reporting internal software problems and another for reporting out-of-limit conditions for monitored data.  Software problems are all reported as transient alarms.  When the problem occurs, the alarm is generated and the software recovers from the problem as best it can.


A collection of environmental data is monitored by the DPU.  There are analogs including voltages, currents, and temperatures read and monitored via the DPU’s I2C bus  The monitoring is event driven: a monitor cycle is performed on each item as it becomes available.  For example, each DPU analog is monitored when it is read.


Each monitored item has a lower and upper limit.  If an item is out of limits one cycle, but back within limits on the subsequent cycle, a transient alarm is reported.  The alarm ID indicates the item being monitored and whether the value was too low or too high.  The values accompanying the alarm are the out of limits data and the corresponding limit.  If an item is either too high or two low for two consecutive monitoring cycles, a persistent alarm is reported. Again, the ID indicates the item being monitored, etc.  The values accompanying the alarm are the second out-of-limits data value and the limit.  If enabled via the CXX_MON_CNTRL command, the DPU will also act to eliminate the problem; a high or low response macro designated for the alarm is run.


If the item is out of limits for more than two cycles, indicating that the first response failed to eliminate the problem, more drastic action is taken.  Monitors are divided into three classes; the class determines what action is taken. For count rate monitors, the macro is rerun.  For temperature monitors, nothing is done.  For current or voltage monitors, if enabled via command, the shutdown macro is run.


The following pseudo-code description of the reactions to a high monitor summarizes the discussion above.  The low responses are similar.

high once:

issue transient high alarm

high twice:

issue persistent high alarm

if enabled (via CXX_MON_CNTRL command)


execute high response macro for this alarm

high more than twice:

case of monitor class


current/voltage:



if enabled (via CXX_MON_CNTRL command)




run shutdown macro


temperature:



nop


count rate:



if enabled (via CXX_MON_CNTRL command)




execute high response macro for alarm

4.3 Fault Avoidance and Recovery


Many of the DPU’s hardware control registers contain triple redundancy and voting logic for each bit.  The DPU software periodically rewrites these registers to correct single bit errors.


Each DPU has a watchdog timer.  If the watchdog timer is not tickled from time to time, the processor is reset.  The watchdog timeout is 2.95 seconds.  The watchdog does not run until it has been enabled; once enabled, it can never by disabled except by processor reset, watchdog or otherwise.  The DPU monitors all periodic processes every second.  If they are all running, the watchdog is tickled.  Some aperiodic processes do not participate.

5. Boot ROM Program


The CRISP and CFI DPU boot programs are identical except for extra features in the CRISP program for the tracking processor.  The common features are described here.


The boot ROM program tests RAM searching for a place to load itself.  It tests pages 3, 2, and 1.  The boot program copies itself into the first RAM page that tests good; this will normally be page 3.  No telemetry appears and no commands are accepted until after the RAM test.  The test is non-destructive of RAM contents.

5.1 Boot Telemetry


The boot program generates a subset of the telemetry generated by the flight program.  Memory dump packets and memory checksum subpackets can be requested.  Command echoes are generated.  A short boot status subpacket is generated periodically.

Table 18.  Boot Status Subpacket Format

Name
Length

(bits)
Value
Description

Time Tag
32
Unsigned integer
Spacecraft MET

Grouping
2
11 = None
Grouping flags

Subpacket Id
14
0x0000
Identifies subpacket type

Length
16
8
Number of bytes in subpacket

Version
8
0 = Boot
Software version

Alarm
8
See Table 21
Latest alarm id

Alarm Type
1
0 = Persistent

1 = Transient
Latest alarm type

Alarms
7
Unsigned integer
Count of alarms

Executed
8
Unsigned integer
Commands executed

Rejected
8
Unsigned integer
Commands rejected

Status Int.
8
1 – 255 (0 = Off)
Status interval (seconds)

Auto Flush
1
0 = Disable

1 = Enable
Automatic telemetry flush

Spare
7



Cause
8
0 = Normal

1 = Watchdog
Reset cause


The boot program also generates the following non-packetized housekeeping data every second.

Table 19.  Boot Non-Packetized Housekeeping Format

Name
Length

(bits)
Value
Description

Version
8
0 = Boot
Software version

Alarm
8
See Table 21
Latest alarm id

Alarm Type
1
0 = Persistent

1 = Transient
Latest alarm type

Alarms
7
Unsigned integer
Count of alarms

Executed
8
Unsigned integer
Commands executed

Rejected
8
Unsigned integer
Commands rejected

Spare
11 * 8



5.2 Boot Commands


The boot program processes commands received from the C&DH system over the 1553 bus.  The boot program accepts a subset of the application commands:

· CXX_CMD_CNT_CLR and CXX_CMD_NULL

· CXX_MEM_CHECK, CXX_MEM_COPY, CXX_MEM_LOAD, CXX_MEM_READ, CXX_MEM_READ_ABT, and CXX_MEM_RUN

· CXX_STAT_INT

· CXX_TLM_FLUSH and CXX_TLM_FLUSH_AUTO


The program also accepts some boot-specific commands.

5.2.1 CXX_ROM_BOOT – Boot Default Program


Boot the default program from EEPROM (address = 0x40000).  See CXX_ROM_GO below.

Name
Length

(bits)
Value
Description

Opcode
16
0x0032


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
2
Command length in 32-bit words

Checksum
32

32 bit XOR

5.2.2 CXX_ROM_GO – Boot a Selected Program


Boot a program.  The address identifies a boot header (described below).  The program must either execute very quickly (so as not to hold up the command handler) or take over completely.  If the program returns, there must be no net stack effects.

Name
Length

(bits)
Value
Description

Opcode
16
0x0034


Macro?
1
0 = Execute

1 = Append to macro
Macro load bit

Length
15
3
Command length in 32-bit words

Address
32
Unsigned integer
Program header address

Checksum
32

32 bit XOR

5.3 Saved Programs


The boot program can load and run programs saved in EEPROM.  This is only done in response to a command (CXX_ROM_BOOT or CXX_ROM_GO); the boot program never attempts to automatically boot a program.  This allows time for the corpse of a defunct program to be examined before rebooting.  The EEPROM format consists of a program image prefixed with a five word header:

page
address
start address
length
checksum

The page and address identifies the destination for the program.  The start address is the entry point of the program.  The length is the total length including the header (measured in 16-bit words).  The checksum is the negation of the word-wise two’s complement sum of the rest of the header and the program; therefore the checksum of the header and program should be zero.  If the checksum is good and the destination page is not the same as the page the boot program is using, the program image is copied to RAM and started at the given address.  Otherwise, the boot program continues waiting for commands.

5.4 Serial Test Port


A serial test port is available during ground testing.  Typing a carriage return any time that the boot program is running brings up an ASCII interface.  A set of commands similar to that available over the spacecraft interface is provided. Each command is invoked by a single character:

Table 20.  Test Port Commands

Command
Action

b
Boot (from default EEPROM location)

c
Copy Memory

e
Run Program

g
Boot (from selected EEPROM location)

i
Inspect/Modify Memory

l
Load Memory (in Motorola S-record format)

 Appendix 1 - Alarm & Result Codes

Table 21.  Alarms

ID
Description
Information

0
Unused


1
Bad command checksum


2
Out of macro contexts
Macro Id

128-191
Monitored value is too low
Value and limit

192-255
Monitored value is too high
Value and limit

Table 22.  Results

Result Code (hex)
Description

0x00
No error, command executed

0x01
No error, command appended to macro

0x02
Unknown opcode

0x03
Bad argument

0x04
Cannot run macro; no contexts

0x05
Cannot be used outside of a macro

0x06
Macro compilation error

0x07
Macro not killed (not running?)

0x08
Bad EEPROM program

0x09
Cannot restore macros; bad checksum

0x0a … 0x0f
reserved

Appendix 2 - Acronyms

Table 23.  Acronyms

Acronym
Definition

BC
Bus Controller

CCSDS
Consultative Committee for Space Data Systems

C&DH
Command & Data Handling

CFI
CONTOUR Forward Imager

CONTOUR
COmet Nucleus TOUR

CRISP
CONTOUR Remote Imager/Spectrometer

DPU
Data Processing Unit

EEPROM
Electrically Erasable Programmable ROM

I2C
Inter-Integrated Circuit

MET
Mission Elapsed Time

RAM
Random Access Memory

ROM
Read Only Memory

RT
Remote Terminal

S/C
Spacecraft

TBD
To Be Determined

XOR
eXclusive OR

